
Executive Summary

With a stunning adoption rate of 20 folds over the past 5 years, ISO/ IEC 27001 Information Security
Management System (ISMS) is one of the most look-upon standards today.  ISO/ IEC 27001, with normative
references of ISO/ IEC 17799, sets out the requirements for a management system in information security and
many ISMS certified companies have benefited from the standards.

Get access to the International Standard on Information Security Management today and be a certified ISMS
lead auditor that will help distinguish you from the rest of the crowd.

Course Description

This 5 days Information Security Management System (ISMS) Lead Auditor training courses provide
information security professionals with the knowledge and skills required to assess the conformance of an
organization's information security management system to ISO/ IEC 27001:2005 (ISO 27001).

This course is accredited by International Register of Certified Auditors (IRCA) with the instruction, course
content, course duration, examination and administration regulated by IRCA. Delegates should note that
evening work is required during the course and there will be a two and half hour examination conducted on
the final day of the course.

Benefits

Upon successful completion of the IRCA certified ISMS Lead Auditor course, the delegate:

Will be equipped with knowledge and skills required to perform audits of Information Security
Management Systems (ISMS) against the ISMS standards

Will satisfy the training requirements for initial certification as an IRCA ISMS auditor. Please refer to
http://www.irca.org for details on the requirements to all grades of ISMS auditors.

Will be able to expand your auditing competency

Will be able to increase their credibility through gaining international recognition

Will be able to improve their resume and help to increase their earning potential

http://www.irca.org


ISO/IEC 27001 ISMS INFORMATION SECURITY MANAGEMENT SYSTEMS LEAD AUDITOR COURSE

Course Content
This classroom-based training is designed with a combination of tutorials, workshop exercises and role-play,
including the following topics:

• ISO 27001 Information Security Management System (ISMS) introduction
• Interpreting ISO 27001 ISMS
• Information Security Risk Management
• Introduction to ISO 19011 ISMS Auditor Selection Process
• ISMS Audit Process
• ISMS Audit Preparation
• ISMS Audit Execution
• ISMS Audit Recording
• ISMS Corrective Actions Review
• Comprehensive course materials
• Formal written examination- ISO/ IEC 27001:2005 Lead Auditor Qualification

Course Award

A certificate will be issued to participant who have attended at least 75% of the course and passed the
examination conducted on the final day of the course.

Who should attend?

• Managers and executive who wish to implement a formal Information Security Management System (ISMS) in
compliance with ISO 27001

• Existing auditors who wish to expand their auditing skills
• Professionals who wish to provide advice on ISO 27001 ISMS certification
• IT and Quality Professionals

Pre-requisite

Candidate is required to satisfy one or more of the following pre-requisites :-

Knowledge on IT security practices
Prior Knowledge on Management System
Knowledge of the principles supporting ISMS
Prior Knowledge of Information Security
Had attended ISMS Implementation Preparation Course

Having prior security knowledge and experience would be beneficial and familiarity with the ISMS standards
would help attain better understanding of the principles developed in the course. Candidate who is not able to
satisfy any of the above prerequisites but with relevant knowledge and experience will be considered on case-
by-case basis.



Course Leader

Mr You Cheng Hwee, MSc (Research in Computer Security), BCS Registered Security Specialist, and IRCA
Certified ISMS Principal Auditor, has been a security practitioner for more than 10 years and is the founder
and the Director of Consulting Services of Maximus Consulting, a pioneer and leading company specialized in
providing ISO/ IEC 27001 Information Security Management System (ISMS) consultancy and training services.

He has extensive experiences in ISMS training and consultancy for clients in Government Agencies and all
other industrial sectors ranging from Finance, Telecommunications, Manufacturing, Automotive, Energy,
Information Technology to Food and Beverages, Education and Electronics.  He has consulted various Global
2000 companies for ISMS including the world largest financial new agency, world largest automotive, world
second largest IT outsourcing and regional largest telecommunication provider; just to name a few and his
experience spans 10 countries over 4 continents.  With his in-depth knowledge of information security, Mr You
also patented a revolutionary risk assessment methodology that has been accepted and globally adopted in
some of the Global 2000 companies.

Course Fee
S$3,100.00 per participant (price is nett amount, does not require to have GST included)
+ S$580.00 per participant – IRCA Registration)

Total Fee:  S$3,680.00 nett per participant

* Please inquire with us further on the CITREP Training Grant Subsidy, if it is still available.

For enquiry, please call Casey Toh (Mr) at 6885 1667 / 8383 8630 or
email to : casey.toh@tuv-sud-psb.sg

mailto:casey.toh@tuv-sud-psb.sg

